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As CEO of R evoPa y, Mike C orbera  lea ds stra tegy, sa les, 
ma rketing, technology a nd opera tions for the compa ny. 

 
A former a ttorney specia lizing in the a rea s of Pa yments a nd 

eC ommerce, Mike is  a  gra dua te of Va nderbilt La w S chool a nd 
Ha rva rd B usiness S chool. 

 
He is  licensed to pra ctice la w in both F lorida  a nd C a lifornia , 

home to R evoPa y’s dua l hea dqua rters. He ha s published 
severa l a rtic les a bout pa yments a nd softwa re a nd is  a  
frequent spea ker on the ba nking a nd pa yments c ircuit. 

Most Flexible API Tools in the Industry 

 
 Innovative Features That Make the 
Resident Experience Simple 
 
Highest Resident Adoption Rates & Resident 
Rewards 



●62% of companies were targets of payments fraud in 2014 
2015 AFP Payments Fraud and Control Survey 
 

 
●$32 billion was the cost of fraud to US Retailers in 2014 

LexisNexis 2014 
 

 
●$16 billion was stolen from consumers. 

2015 Identity Fraud Report, Javelin Strategy & Research 

Payments Fraud 
Overview 



What is CNP?  
 
 Transaction where cardholder doesn’t or can’t physically present card for merchant’s visual 

examination at time of order 
 Interchange rates between CNP and  CP transactions differ 

 
 
● R epresents 45% of tota l U.S . ca rd fra ud 

Aite Group, 2014 
 

 
● CNP fraud losses totaled $10 billion in 2014, but they’ll jump to $19 billion in 2018. 

2015 Data Breach Fraud Impact Report 
 

 

Payments Fraud 
Card-Not-Present 



Online 
● 55% of merchant fraud cases were from 

online sales in 2015 (up 31% from 2014) 
Marketwatch 2015 

 
 

 
 
 
 

Mobile 
● Relatively new payment method - recent surge 

in popularity 
● 14% of U.S. transactions via m-commerce 

channels in 2014 
● 21% of all fraudulent transactions in 2014 were 

mobile  
● Cost of mobile fraud: highest of any channel  

$3.34 for every dollar  
LexisNexis 2015 

 

 

 U.S . online a nd mobile commerce growing a t 15% a nnua l ra te 
 (Aite Group 2014) 

Payments Fraud 
Card-Not-Present 



● 7 out of 10 organizations conduct da ily reconcilia tion of tra nsa ction a ctivity 
 

● 40% of compa nies implementing systems to ensure disa ster recovery pla ns include a bility to 
continue with strong controls a nd ma inta in in-office complia nce when ena cting disa ster recovery 
 

● 28% compa nies restrict compa ny network a ccess for pa yments to compa ny issued la ptops 
 

● 20% restrict network a ccess for pa yments via  mobile devices 

2015 AFP Payments Fraud and Control Survey 

Payments Fraud 
Current Practices 



Effect of Technology on Payments Fraud 
EMV chip cards 

● Combination of card number validation via chip and user authentication via PIN offers stronger 
protection against attacks (Fraudulent use of stolen or lost cards/ counterfeit cards/ skimming/ etc.) 

EMV - Standard that ensures chip-based payment cards and terminals are compatible around the world  
 R efers to E uropa y, Ma sterC a rd a nd Visa  - developed specifica tions in 1994 

o 90% expected increa se in C NP fra ud 
o C NP fra ud losses tota led $ 10 billion in 2014, $ 19 billion projected in 2018 2015 Data Breach Fraud Impact Report 

How fraud shifted online when other countries moved to EMV 



Cloud and dark web open Internet to cybercrime in new wa ys 
 More da ta  excha nged without user a wa reness 
 C ybercrimina ls ga in ea sy a ccess to informa tion 

 
Cloud Systems 
 
● E na ble orga niza tions to ta ke a dva nta ge of cost sa vings, flexibility, ma ssive computing power 
● Gives cybercrimina ls a nonymity 
● C ybercrimina ls levera ge free offerings 
● C a a S  - cybercrime a s a  service: a bility to purcha se products/ services to sta rt life in cybercrime 

○ S ta rter kits , customized ma lwa re, pa cka ges conta ining stolen ca rd informa tion 
 

Wi-Fi connectivity 
 
● E xcha nge of informa tion is  ea sy a nd immedia te between devices 
● As more IT products come to the ma rket, more a nd more da ta  will be excha nged 

 
 

Technology’s Impact on Payments Fraud 
Cloud Systems/ Wi-Fi 



Survey of 930 IT Professionals  

Technology’s Impact on Payments Fraud 
Cloud Systems/ Wi-Fi 



Mobile 
 

 Mobile Transactions in US will grow 210% in 2016 
○ 2015: mobile pa yments in U.S . - $ 8.71 billion 
○ 2016: mobile pa yments in U.S . - $ 27.05 billion  

Emarketer 2015 
 

○ Digital Wallets 
■ Smart device purchases online/ in-store  
■ Contactless Payments: NFC (Near Field Communication), BLE (Bluetooth Low Energy) 

○ Apps  
■ In app purchases 
■ P2P payments 

Social 
 

○ Online purchases: “Buy” buttons monetize user base within social platforms 
 Twitter Buy 

○ P2P payments  
 Venmo, Snapcash (snapchat, square) 

○ Attracts fraudsters and provide them huge amounts of data/ users 
 

Technology’s Impact on Payments Fraud 
Mobile/ Social 



Technologies 
Combatting Payments Fraud 

Web Fraud Detection 
 
● Used by orga niza tions tha t a ccept/ ba ck pa yment ca rds over web (C a rd-not-present tra nsa ctions) 
● On premises softwa re product or pla tform; c loud ba sed S a a S  

○ Determine whether purcha ses a re ma de from stolen ca rds 
○ S ca ns fina ncia l tra nsa ctions ma de via  web/ mobile devices : Modern R isk Ana lytics  

Who needs Web fraud detection services? 
 
● Orga niza tions of a ll s izes tha t dea l with a ny volume of C NP tra nsa ctions 

○ B a nking a nd fina ncia l services institutions, e-commerce mercha nts, huma n 
resources a nd pa yroll services, socia l networking sites 



Technologies 
Combatting Payments Fraud 

Modern Risk Analytics 
 

● Ana lyze tra nsa ctions in rea l time 
● Determines need for a uthentica tion 
● Ga thers tra nsa ction da ta  in flight a nd crea tes highly 

a ccura te model 
 
 
 
 

 
 

 User beha vior 
 Device ID 
 Geoloca tion 
 B rowser 
 IP  a ddress 

 Order links 
 La ngua ge setting 
 Frequency of tra nsa ctions 
 Velocity 
 S ize of pa yments 
 C ha nnel 

 If tra nsa ction fa lls  outside of ra nge, a lert is  
issued, tra nsa ction ma y a utoma tica lly be 
suspended/ denied, or ca rdholder receives ca ll 

● Fra ud S core 
o R isk eva lua tion - scores tra nsa ctions ba sed on 

possibility of fra ud 
o Tra cks unusua l pa tterns of beha vior 
o B a sed on da ta  points 



  Encryption 
 

Technologies 
Combatting Payments Fraud 

 
● Helps keep info secure through ma thema tica l ma nipula tion tha t renders da ta  unrea da ble  
● Tra nsforma tion of da ta  via  a n a lgorithm  
● Da ta  is  securely encrypted while being moved from the source to the destina tion 
 

 
Link encryption -E ncrypts a nd decrypts a ll tra ffic  a t ea ch end of a  communica tion line 

 
End-to-end encryption - Messa ge is  encrypted by sender a t the point of origin a nd only 

decrypted by the intended rea der 



Tokenization 

Technologies 
Combatting Payments Fraud 

 
● R epla cing ca rd’s prima ry a ccount number with ra ndom numerica l sequence unique to a  specific  
device, mercha nt, tra nsa ction type or cha nnel  
 
● Token mirrors the forma t of origina l da ta  in non-descriptive wa y tha t ca n’t be ma thema tica lly 
reversed 
 
● Da ta  is  stored in a  sa fe wa y a nd ca n be a ccessed a nd verified for future tra nsa ctions 

 
 

 



Authentication Procedures 
  
 

Technologies 
Combatting Payments Fraud 

 
● S ingle Fa ctor Authentica tion (pa ssword to userna me)  
● Two Fa ctor Authentica tion (verify identity with something you own: mobile) 
● Multi Fa ctor Authentica tion (confirm collection of things to confirm identity) 

o B iometrics 
 

● PS Ps must use minimum of two independent a uthentica tion elements  
● R equired to incorpora te non-reusa ble, non-replica ble element  
● E ffort to migra te PS P a uthentica tion processes from single-fa ctor to multi-fa ctor 

 
 
 

 

E uropea n B a nking Authority guidelines on S ecurity of Internet Pa yments 

C on: Increa ses risk of tra nsa ction a ba ndonment 



3D Secure 

Technologies 
Combatting Payments Fraud 

 
● E a ch ma jor ca rd bra nd ha s 3D S ecure solution 

o Verified by Visa , Ma sterC a rd S ecureC ode, America n E xpress S a feKey, etc . 
o Most pa yment ga tewa ys support 3D secure 

 
● R equires ca rdholder to register their cc  with ca rd bra nd’s 3D solution 

 
 

● Integra ted into business’ website a nd provides sa fer online pa yment method  
o Actua l ca rd da ta  not entered on website 
o C a rdholder a uthentica tes sa le by entering user ID a nd pa ssword (a cts like P IN) 

 
 



Biometric Authentication 
- Unique biological characteristics of individuals to verify identity 
- Retina scans, fingerscanning, facial recognition, voice identification, etc. 

 
● Fingerscanning (Fingerprint scanning)  

○ E lectronica lly obta in a nd store fingerprint 
○ Apple Touch ID  

■ Unlock device, ma ke purcha ses, a pple pa y a uthentica tion  
○ C oncerns exist a s rela tively new technology 

■ Fingerprints la st a  lifetime → could lea d to identity theft a nd multiple crimes 
■ Design fla ws- still in infa nt sta ges  

 
● Facial recognition 

○ Fa ceprints: numeric  codes - identify 80 noda l points on fa ce 
○ Ma sterC a rd (Testing) 

■ Popup will a sk for a uthoriza tion a fter pa yment: fingerprint or fa cia l recognition 
○ Ama zon (F iled pa tent Ma rch 10, 2016) 

■ S ystem would a sk customer to perform a ction - smile, blink, wink, tha t ca n’t be 
replica ted with 2 dimensiona l ima ge 

Technologies 
Combatting Payments Fraud 



100% protection is impossible → Take necessary steps to avoid it! 
 
 Apply security patches 
 Protect networks at every access point 
 Monitor systems & scan for viruses 
 Stronger authentication procedures 
 Establish policy regarding access to confidential information 
 
If you offer cloud and Internet services: 
● C onsider devices employees bring to workpla ce 
● W ho ha s a ccess to wha t info & how da ta  is  protected 

o Periodic  sweeps of hosted doma ins to determine sites listed on known ma lwa re distribution lists 
o Additiona l security checks during registra tion process 
o Limit a bility to a utoma te doma in registra tion 
o Keep systems pa tched, implement a ctive vulnera bility sca nning 

Recommendations 
Combatting Payments Fraud 

Ma ke investments now before it is  too la te! 



 Analyze specific needs 
 E va lua te current pra ctices a nd consider a ll a spects of security 
 E va lua te rela tionships with other compa nies 
 E va lua te sensitivity of informa tion your business ha ndles 
 C onsider outlook of your business 

 

Considerations 
● S ea mless integra tions with other fra ud prevention systems 

○ E nha nce ca pa bilities to optimize fra ud prevention  
● PC I C omplia nce 

● La yered S ecurity 
○ C ontrols a t different points in tra nsa ction process 
○ W ea kness in one control compensa ted by different control 

 

Recommendations 
Finding a Solution 
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