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Intended Outcomes for Today 

• Attendees will gain insight on what the real prospects for 
Bitcoin and other virtual currencies are to revolutionize 
payment channels (pipes) to gain big efficiencies in B2B and 
other commercial transacting.  

• Mathematical cryptography in software IS the future of 
payments, which is why Corporate Treasury departments are 
so interested.   

• But getting security, auditing and commercial infrastructure 
'wrapped around the new pipes' IS the challenge now.   

• A view on emerging regulation and legal problems will be 
discussed in the context of the considerable push from lots of 
players to get virtual currencies into the mainstream quickly.   

• Implications abound for everyone in the payment/transacting 
ecosystem. 
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What You Need to Know About Virtual Currencies 

1. What’s all the fuss about? 
2. Bitcoin:  The Virtual Currency 
3. Fit in Regulatory 

Environment? 
4. The Virtual Currency 

Ecosystem 
5. Bitcoin: The digital technology 
6. What applications might exist 

for Finance/Treasury 
departments? 
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1.  What’s All the Fuss About? 

• News captures public’s fancy 
• Current political environment invites a digital 

alternative to central bank ‘whims’ 
• Celebrities get involved, and government steps in—

softly at first 
• Word of mouth spreads: YOU can make money 
• …and insist it’s already going mainstream 
• But failures and fraud problems abound, making 

following it de rigueur for the digerati 
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Information Stream Exploading 
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Bitcoin Founder Discovered? 
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Romantic Notion of Financial Libertarianism 
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Advocates Seek Freedom to Make Money  
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Movement to Mainstream Inexorable? 
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Cryptex: 
Just 

Load It 
on a 
Debit 
Card 
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But Failure and Fraud Problems Mount 
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Fed Attacked, GS Doesn’t Control it (yet) 
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2. Bitcoin the Virtual Currency 
• Not a New Concept:  

– Private and local currencies go back centuries 
– Digital currencies proposed in 80s and 90s 
– Flooz, Beenz, DigiCash, CyberCash in the Internet Bubble 
– E-Gold: 1999: backed 100% by gold bullion, other precious metals 
– Merchant-specific: Facebook Credits, Amazon Coins 
– MintChip: Canadian government-backed digital currency 
– Liberty Reserve: Liberty Reserve Dollars and Euros tied to dollar and euro 

• So Why Now? 
– 2008 Financial Crisis/Loss of faith in banking 
– Fiat Currency Crises in Cyprus, Greece, Argentina, others 
– Chinese currency exportation prohibitions 
– Continued irritation by corporate customers of bank payment inefficiencies 

and costs 
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What is Bitcoin? 

What Bitcoin is: 
• The first (there are dozens of others – 

Litecoin, Feathercoin, etc.) 
• Open-source  (non-proprietary code 

= strength in transparency) 
• Decentralized (no issuing authority) 
• Peer-to-Peer (cash-like electronic 

transactions, no intermediary) 
• Digital (built for the Internet) 
• An alternative (not a replacement) of 

fiat currencies 
• Cryptographic (based on principles of 

proven cryptography) 
• Currency (medium of exchange, unit 

of value, store of value) 
 

 

What Bitcoin is not: 
• Anonymous (but it is pseudonymous) 
• Risk-Free (it can be 

stolen/lost/hacked, just like cash) 
• A Substitute for 

Government/Banks/Payment 
Networks (complementary) 

• Free 
• Not a fixed-volume currency immune 

from inflation 
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Why Bitcoin Was Created 
Limitations of Incumbent Payment Systems: 
• Limited Access: 

• Credit/debit not universally accepted 
• 50% of world population has no access to banking systems*  
• Credit and savings vehicles not available to 

unbanked/underbanked 
• High Costs: 

• Fees: Interchange, Bank Fees, Payment Networks, Processors, 
ISOs—all operating on aging physical infrastructure  

• Slow, confining infrastructure and high compliance investment 
(POS, PCI/Security, KYC) 

• Chargebacks, reversals, refunds, fraud 
• Liquidity “Islands”: moving small amounts of money around the world 

quickly and cheaply is very difficult (e.g., wire transfers) 
• Privacy: Internet transactions require sharing of personal data with third 

parties 
• Security: inflation, devaluation, asset seizure, currency export controls 
 15 Source: *Global Findex Database, 4/2012 

 



Bitcoin is a Bit Player in Payments 

Source: Compilation, with data from blockchain for bitcoins and Central Bank of Kenya for mPesa (PYMNTS.com) 
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But Use is Growing with Infrastructure 

Source: Blockchain.com 
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Price Volatility is the Biggest Hurdle 

Source: Blockchain.com  8 



MintChip: From the Royal Canadian Mint 
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Effort to Get Rid 
of Pennies Cut 
Short; Fear of 

Digital 
Currencies 

Overall Might 
Have Been the 

Reason… 
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Local Currencies Arise 

21 Source: Jeffrey Greene, Mercator Advisory Group, 2013 



Berkshires Berkshares: Buy Local/Keep Jobs 
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Merchant-Specific: Amazon Coins 
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• Launched 5/2013, this currency enables Kindle Fire tablet owners to buy games, apps and in-
app items 

• Prepaid type of currency could be extended to mainstream purchases 
• Counters trend away from virtual currency by digital venues (e.g., Facebook credits retired 

last month, and Microsoft ending xbox video game points 
• New users got $5 in coins (each coin is worth a penny); purchase of additional coins can 

generate a 10% discount 
• Amazon has patented a virtual currency for mobile transacting… 



 
 

3. Fit in the Regulatory Environment 
 
 

Regulatory Issues: FinCEN Guidance: 3/18/2013  

• Currency: “the coin and paper money of the United States or of any other country 
that (i) is designated as legal tender and that (ii) circulates and (iii) is customarily 
used and accepted as a medium of exchange in the country of issuance.” (Bank 
Secrecy Act definition) 

• Virtual currency: “medium of exchange that operates like a currency in some 
environments but does not have legal tender status in any jurisdiction.”  

• Convertible virtual currency: virtual currency that has an equivalent value in real 
currency, or acts as a substitute for real currency. 

• Outlines regulatory treatment of persons engaged in virtual currency transactions 
under the definitions of dealers in foreign exchange and money transmitters 
under the Bank Secrecy Act 
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U.S. Treasury Pulls the Plug 
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• Ruling on digital currency issued by U.S. Department of 
the Treasury’s Financial Crimes Enforcement Network 
(FinCEN) 

• Seizure of Mt. Gox exchange’s Dwolla funds and its 
subsequent decision to require authentication of its users 

• Seizure and closure of Liberty Reserve—has been seen by 
some as the beginning of the end for such wild west 
monetary systems 
 
 

[Fun fact: Mt.Gox is an acronym for Magic: The Gathering Online eXchange. Mt.Gox was originally a place for people to trade Magic: 
The Gathering Online cards. They switched to focusing on Bitcoins in 2010. Best pivot ever?] 



Liberty Reserve: 
Takes Digital 

Currency A Step 
Too Far 
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Silk Road: Immensely Popular Bitcoin Site for 
Purchasing Contraband 
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Regulatory Issues: FinCEN Guidance: 

Three Roles: 
• User: a person that obtains virtual currency to purchase goods or services. 

User is not an MSB under the FinCEN regulations (in same way user of 
currency is not an MSB 

• Exchanger: person engaged as a business in the exchange of virtual 
currency for real currency, funds, or other virtual currency 
 

• Administrator: person engaged as a business in issuing (putting into 
circulation) a virtual currency, and who has the authority to redeem (to 
withdraw from circulation) such virtual currency 
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FINCEN Ruling Invokes Money Transmitter 
Rules 

29 

  Individuals who merely exchange bitcoin for goods and services 
(and vice versa) are merely “users” of a virtual currency, not money 
transmitters. 
  Businesses that accept bitcoin from one person and send it to 
another are money transmitters, and are not exempt from money 
transmission regulation simply because they do not deal in fiat currency. 
  Individual bitcoin miners who convert their “created” coins to fiat 
are money transmitters, even though they never act “as a business,” nor 
accept value from one person to transfer it to a third person. 
  Any business that exchanges fiat currency for virtual currency – 
or even one virtual currency for another – is a money transmitter. 
  MTBs must enforce Anti-Money Laundering (AML) and Know 
Your Client (KYC) measures, identifying the people that they’re doing 
business with. 

Source: CoinDesk 



Evolution of Regulatory Landscape 

• From Law Enforcement Focus: 
– 2012 FBI Report: concerns over criminal activity (illicit drugs, weapons, child pornography) 
– Seizure of Mt.Gox assets: Summer 2013: >$5M in U.S. Accounts seized by DHS for operating 

an unlicensed MSB 
– Silk Road Bust: Fall 2013: DOJ now in possession of ~25K Bitcoins 

• To Regulatory Clarity:  
– Are Bitcoins “Money”?  

• TX: Bitcoin Savings and Trust case: Bitcoins are “money or monetary value”, but probably 
not currency 

• FEC: Bitcoins are not money (“in-kind contributions”) 
– State Licensing: Very few Bitcoin companies have successfully obtained MTLs; applicability of 

state laws unclear 
– Congress: Senate hearings held Nov 2013 
– WA: Jan. 2014: Bitcoin is “money” for state MTL purposes 
– NY DFS Hearings: Jan. 2014: “Bitlicenses” likely  
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 Self-Regulation Emerges 
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Evolution of Regulatory Landscape 

– Taxation: 
• IRS likely to increase guidance in 2014 (treating it as property, not 

currency) 
– Consumer Protection: 

• Applicability of state and federal laws 
• EFTA and Regulation E 
• Remittance Rule 

– State and federal Securities Laws 
– Commodity Trading (CFTC) 
– Banking Law 
– and Bans within specific countries (e.g., China) 
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     4. Virtual Currency Ecosystem 
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• Miners 
• Exchangers 
• Wallet 

Providers 
• Payment 

Processors 
• Merchants 
• Others 



A (Really Big) Bitcoin Mining Operation 
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Bitcoin Wallets: Addresses are Publicly Open 
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Merchant Value Proposition 
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How Merchants Tool-up for Bitcoin 
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Merchants Signing Up  
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Overstock.com: Shot Across Payment Brands Bow  

 
 

• Over $1M in sales in 
first month 

• 1% Reward Toward 
Future Purchase if you 
use Bitcoin to pay 

• Approaching 1% of 
volume 
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Checkout Page: Full of Options 
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One More 
Example of QR 

Codes Becoming 
the Passport of 
Mobile/Digital 

Commerce 
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Checkout Process:  QR Codes + Address from Wallet 



Gyft, Others Making Giving/Using Easy 
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eGifter Supports Dogecoin and Litecoin, Too 

43 



5. Bitcoin the Technology 

• Created by a mysterious programmer known as Satoshi Nakamoto 
• Only 21 million bitcoins can ever be created by miners 
• Divisible down to one hundred millionth of a bitcoin (called a 

“Satoshi”) 
• The mathematical formula is open to inspection 
• The software is open source 
• Mining requires special computer power      

 (and even special chips) 
• It’s catching on now because it’s traded,       

 and miners willing to work for others 
 

44 Source: CoinDesk 



Transactions Tracked in a ‘Block’ 

• All transactions in a set period  are collected into a list, called 
a block 

• Miners confirm those transactions, and write them into a 
general ledger 

• The GL is a long list of blocks, known as a ‘chain’; additions are 
communicated in updates to all participants 

• Miners examine each new block of transactions, applying a 
mathematical formula 

• The formula converts the information into                                   
a hash, which is stored at the end of the                        block 
chain 

45 Source: CoinDesk 



Unique Hash Linking Preserves Validity 

• it is very easy to produce a hash from a large amount of data, but each hash is 
unique. If you change just one character in a bitcoin block, its hash will change 
completely. 

• Miners don’t just use the transactions in a block to generate a hash. Some other 
pieces of data are used too. One of these pieces of data is the hash of the last 
block stored in the block chain. 

• Because each block’s hash is produced using the hash of the block before it, it 
becomes a digital version of a wax seal. It confirms that this block – and every 
block after it – is legitimate, because if you tampered with it, everyone would 
know. 

• If you tried to fake a transaction by changing a block that had already been stored 
in the block chain, this would change that block’s hash. If someone checked the 
block’s authenticity by running the hashing function on it, they’d find that the hash 
was different from the one already stored along with that block in the block chain. 
The block would be fake! 

• Because each block’s hash is used to help produce the hash of the next block in 
the chain, tampering with a block would also change the next block’s hash. So 
tampering with a block would make the subsequent block’s hash wrong, too. That 
would continue all the way down the chain, throwing everything out of whack. 
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‘Proof-of-Work’ Prevents Unrestrained Mining 

• That seals off a block—something that miners compete with 
each other to do 

• Each successful hash earns the miner a reward of 25 bitcoin, 
and is communicated to the participants 

• To avoid a deluge of mining, the protocol requires ‘a proof of 
work’: the hash has to look a certain way, it must have the 
correct number of zeroes at the start 

• The form and content of a hash is     
 unpredictable 

47 
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Buyer and Seller Possess (or Download) Bitcoin 
Wallets to House “Addresses” 

49 Source: http://spectrum.ieee.org/ 



New Purchases Require a Transfer to Seller’s Address Via 
a Generation of a New PKI Key Pair for Verification 

Public Key Cryptography (PKI): 
 
Elements of a Bitcoin  
Transaction: 
• Sender’s Account Address:  
Account ID  = Public Key  
• Sender’s Message:  
“Transfer 1 BTC from Account A to  
Account B” (includes Account B’s Public 
Key Address) 
• Sender’s Signature: 
Transaction Message must be signed  
with Sender’s Private Key = “Password” 

 

 

50 Source: http://spectrum.ieee.org/ 



Transaction Verification Involves Bundling the Last 10 
Minutes of Transactions into a New “Block” 

Transaction Verification: Mining 
 
Consensus: verify key pairs 
 + 
Competition: incentive 
 + 
Proof of Work: complex math  
 +  
Reward: more Bitcoins* 
 = 
Successful Transaction 
 
 
*And fees…more on that later 

 

51 Source: http://spectrum.ieee.org 



Miners Compete to Solve Blocks, then Add them to 
the “Block Chain” After Proving Their Work 

But How Does It Really Work? 
• Miners compete to solve Blocks 
• Blocks  = bundles of individual 

transactions (10 min. intervals) 
• When Block is solved by a Miner, it is 

added to the Block Chain 
 

Block Chain: 
• Public record of all Bitcoin transactions 

that have ever occurred 
• Public Ledger of Accounts 
• Extraordinarily difficult to hack  
• Uses state of the art, industry  
     standard cryptography  
• (ECDSA + SHA 256) 
 

 
 
 
 

52 Source: http://spectrum.ieee.org/ 



Each Solved Block Rewards the Miner with New 
Bitcoins; Transaction Details get ‘Buried’, but are Safe 

 
• Reward: Winning Miner 

rewarded with newly mined 
Bitcoins 

• Built-In System Security: 
security increases with each 
cycle, or block 

• Velocity Controls:  Work 
required to earn Reward 
increases as network power 
grows 

• Other Key Points: 
– Only 21 Million Bitcoins will ever 

exist (~12.37M today) 
– Bitcoins divisible to one one 

hundred millionth of a Bitcoin (a 
“satoshi”) or $0.00000625 

– Last Bitcoin will be created  
in approximately 2140  
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The Blockchain is the Breakthrough 
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Bitcoin Pros and Cons 

PROS CONS 

Ubiquity: send Bitcoin to anyone, anywhere… Small Community:…who has access to the 
Internet and a Bitcoin address; complicated 
compared to cash/credit 

Cash-like: easy to transfer, secure, and 
authenticate  

Cash-like: vulnerable to loss, theft 

Transactions Final, Irreversible Transactions Final, Irreversible 

Extremely Fast Settlement: much faster than 
ACH, SWIFT, Wire Transfer, and credit 
settlement time frames 

Slower Verification: card-based authorization 
in milli-seconds; full Bitcoin transaction 
verification at least 10 minutes, more for larger 
transactions 

Shiny and New – early adopter glow; high 
disruption potential; extremely sophisticated 
technology 

Slow Adoption: not well understood; lack of 
trust in currency not backed by govt.; 
regulatory concerns  
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Bitcoin Pros and Cons (Cont.) 

PROS CONS 

Inflation Resistant: limited supply of 
Bitcoins intended to protect against inflation 

Bitcoins Scarce by Design:  price 
fluctuation = settlement risk, hoarding; 
Bitcoins divisible to .000000001 BTC 

Low Transaction Costs: enables true 
micropayments 

Transaction Fee Problem: sufficient reward 
for miners once last Bitcoin has been 
minted? 

Extremely Secure: built on state of the art 
encryption standards: (same schemes used 
by banks, ISPs, etc.) 

But Not Invulnerable: susceptible to 
user/vendor error; loss and theft; no built in 
consumer protections 

Regulatory Approval: Bitcoin officially 
sanctioned in Germany, Canada; many U.S. 
states already granting licenses to 
exchanges 

Regulatory Uncertainty: FinCEN and KYC; 
consumer protection concerns; State MTL 
compliance; Reg. E, FTC 

Decentralized, distributed network: 
Internet-like resilience  

Scalable?   Visa = ~4,000 tps  
                     Bitcoin =  ~7 tps (today) 
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6. Opportunities for Corporate 
Treasurers  

• Partner with Virtual Currency Companies: 
– Exchanges, Payment Processors need bank accounts 
– Compliance Due Diligence: work with firms that understand compliance 

• Explore Issuance of New Financial Products: 
– Debit Cards with Bitcoin Purse 
– Virtual currency-backed GPR Cards 

• Bitcoin Wallet = Checking Account? 
• Leverage Existing Merchant Relationships: 
• B2B Funds Settlement: direct challenge to ACH/wires 
• New pipes for ISO 20022 

57 



 Applications for FIs/Treasury Departments 

• International transfers 
• Intra-company transfers 
• Tax ‘protection’ events and activities 
• Avoidance of repatriation complications 
• Procurement in ‘sensitive’ countries 
•  Foreign exchange arbitration/protection 
• Hedging (including against central banks) 

58 



Implications for Payment Networks 

• Merchants and corporate customers will soon be 
asking for support—what do you do? 

• If the ‘pipe’ of the future for transferring value is 
based on mathematical cryptography rendered in 
software, who provides the layers of necessary 
supporting infrastructure? 

• If regulated financial institution accounts will 
comprise the vast bulk of digital funding 
transactions, which network is best suited to 
‘insulate’ the pipe while providing ubiquitous 
access? 
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Future Role in Faster Payments? 

• Fed: Apply to 
faster, near-real-
time payments 
initiative? 

• Leverage open 
source code to 
modernize ACH 
system 
– “ACHCoin”? 

• Upgrade EMV to 
digital payment? 
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Banks Don’t Like Bitcoin; But Investors do) 
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Steve Mott’s Contact Coordinates 

dba CSI Management Services, Inc.  
1386 Long Ridge Road 

Stamford, CT 06903 
and 1214 Querida Drive 

Colorado Springs, CO 80909 
(o) 203.968.1967 
(c) 203-536.0588 

email: stevemottusa@yahoo.com 

 website:www.betterbuydesign.com  
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Appendix A: Beyond Bitcoin--Open Payment Networks 

 
 

VisaNet, ACH, SWIFT 
1973 

BitCoin 
2009 

Ripple 
2013 

…which requires a decentralized network. 
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Appendix B: A Tour of Digital Currencies 

• Litecoin      
• Namecoin 
• Philadelphia Equal 

Dollars 
• Ithaca (NY) Hours 
• Linden Dollars 
• Ven 
• Feathercoin 

 
 
 

• WebMoney 
• Ripple 
• PPcoin 
• Dogecoin 
• (many more) 
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Litecoin: Bitcoin, but 4x More of Them 

65 Sources: Bitcoinexaminer.com; dailydot.com 

Aims to be easier to 
mine than Bitcoin, 
opens more often, 
and requires far less 
computer power 
It is mined by a 
process that 
involves individuals 
using their 
computing power 
to roll digital dice. A 
certain rare 
combination of 
those dice will 
“unlock” a “block” 
of coins and those 
coins become the 
property of the 
miners. 



Namecoin: Alternative, Decentralized DNS 

66 Source: Bitcoinexaminer.com 



Philadelphia: Equal Dollars 

67 Source: Bitcoinexaminer.com 



Ithaca Hours: Hyperlocal Currency 

68 Source: Bitcoinexaminer.com 



Second Life: Linden Dollars 

69 Source: Bitcoinexaminer.com 



Ven: Bid to be Global Currency 
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Debuted as a Facebook app in 2007; 
acquired by Thomson Reuters in 
2011; trading available on half-
million terminals; price set based on 
basket of currencies, commodities 
and carbon futures; Nike first to sell 
carbon offsets with Ven 



Feathercoin: 4X Bigger Than Litecoin 
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Investment vehicle 
with block reward of 
200 coins, and a total 
limit of 336 million 
coins 

Source: dailydot.com 



WebMoney: Russian, Very Private 
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Founded in 1998 as an in-
system currency; 
Goods offered for sale, or 
“valuables of various legal 
nature” as they put it on 
their About page, are 
stored with “guarantors,” 
entities who agree to store 
valuable properties from 
bonds and transfer them 
when the WebMoney 
units are transferred. 
A benefit of WebMoney, 
and an aspect that makes 
it more of a payment 
system than an 
independent currency, is 
how it is tied to fiat 
currencies. One WMZ, for 
instance, is always going to 
be worth $1.00. 

Source: dailydot.com 



Ripple (Open Coin): Going Open Source 
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PPcoin: Aims to Avoid a Monopoly  
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 PPcoin, also known as PeerCoin and Peer-to-Peer Coin can be traded not only for fiat 
currencies but also for other digital currencies. 
 Like Bitcoin, Litecoin, and Feathercoin, PPcoin increases itself via mining. However, it uses a 
proof-of-stake system to prevent monopolies on the currency. Proof-of-stake ensures that if a 
miner, for instance, has 0.5 percent of the existing currency, he or she will only be allowed to 
mine 0.5 percent of the outstanding currency, making it much more difficult to secure a 
monopoly on the currency. 
 As over time the mining difficulty increases on a currency like Bitcoin, fewer people will 
mine. Eventually, one person or group could come to possess 51 percent of the currency. 
Since, as Ars Technica notes, the system that vets the currency recognizes the blockchain that is 
recognized by the most mining nodes; once you secure 51 percent (and have the most mining 
nodes) you could theoretically produce counterfeit currency, something no one can do at 
present. 

Source: dailydot.com 

http://www.ppcoin.org/static/ppcoin-paper.pdf�
http://www.ppcoin.org/static/ppcoin-paper.pdf�
http://www.ppcoin.org/static/ppcoin-paper.pdf�
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http://www.ppcoin.org/static/ppcoin-paper.pdf�
http://www.ppcoin.org/static/ppcoin-paper.pdf�
http://arstechnica.com/business/2013/05/wary-of-bitcoin-a-guide-to-some-other-cryptocurrencies/2/�


Dogecoin: Script-based VC based on Internet Meme 
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